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Introduction 
This document introduces the concept of Security Groups in Amazon Web Services (AWS) and provides 
detailed instructions on how to leverage it in conjunction with Cyral to configure and build out data layer 
security for all your cloud data endpoints. 

What are AWS Security Groups? 
AWS Security Groups (SG) provide security at the protocol and port access level. Each security group — 
working much the same way as a firewall — contains a set of rules that filter traffic coming into and out 
of an instance. Unlike network access control lists (NACLs), there are no “Deny” rules. If there is no rule 
that explicitly permits a particular data packet, it will be dropped.  

What is Cyral? 
Cyral helps companies observe, protect and control their data in the cloud. Cyral intercepts every request 
to all data endpoints and captures its application context without impacting latency or scalability. 
Companies can now (1) detect and react to threats, (2) log accesses for audit and compliance, and (3) 
centrally manage authorization, all while working in conjunction with their existing investments in 
orchestration, identity management, SIEM and monitoring. Cyral adopts an API-first model and the 
platform seamlessly integrates with a DevOps and "shift left" approach without requiring any app or 
deployment changes. 
 

Why use SG with Cyral? 
Enterprises are moving database and warehousing operations to the cloud at an accelerating pace. 
Unfortunately, this comes with a new set of challenges. The complexity of public cloud offerings makes it 
difficult to know whether the data layer is secure. Cyral solves this by enabling observability, protection 
and control over all cloud data endpoints consistently and at any scale. 
 
SG enforces who can interact with an endpoint. By leveraging it in conjunction with Cyral, one can make 
sure all interactions with a cloud data endpoint happen only through Cyral. This can be done with a few 
easy steps, either in the AWS UI or via CLI. The result is strict enforcement of data layer security and data 
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activity monitoring as shown in Figure 1. Users and services no longer directly access the RDS endpoints. 
Instead they only interact via Cyral. 
 

 
Figure 1 
 
For the rest of this document, we will use RDS as an example of the cloud data endpoint that needs to be 
secured. The process of securing other data endpoints follows the same steps. If you have any specific 
questions about your needs, please contact our team at product@cyral.com. 

How to transparently force all existing applications to use Cyral 
You have applications interacting with your RDS instance, which you want to secure without disrupting or 
modifying these applications. This section explains how to transparently route applications through Cyral 
in order to accomplish this. We consider the two different ways in which applications may be 
communicating with the RDS instance. 

Scenario 1: Using CNAME 
In the example below, “invoices.hhiu.cyral.com” is a CNAME for the RDS endpoint and apps use the 
“invoices.hhiu.cyral.com” URL to get to the actual RDS instance. You can find the mapping of CNAMEs to 
actual endpoints in Route 53. 
  

 
 
Also using Route 53, change the CNAME to now map to the Cyral sidecar (running on IP address 
54.151.86.198) as shown below. 
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Note how the alias for the CNAME has changed. 

 
This now enforces that all application traffic to be routed through Cyral.  
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Scenario 2: Using RDS URL 
During a maintenance window rename the RDS URL to a private one only known to Cyral.  
You can do this by choosing your database from the RDS console and modifying the RDS instance 
identifier. A new endpoint is automatically generated. You can choose when you want the change to take 
effect. Below we’ve chosen to do this at the next maintenance window. Use Route53 to map the old URL 
to Cyral. 

 
 
 
The steps above are necessary but not sufficient to ensure that all traffic goes through the data security 
layer. A user with database credentials may continue to directly go to the RDS instance. To prevent this 
and to enforce all accesses go through Cyral we will now configure security groups.  
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How to easily configure SG with Cyral? 
This section will cover how to configure SG with Cyral in a few easy steps as follows: 

● Create a security group for RDS 
● Add the RDS instance to above security group 
● Create a security group for Cyral 
● Add an inbound rule and an outbound rule for the RDS security group that only allows traffic to 

and from the Cyral security group 
 
Let’s imagine a Cyral deployment with a sidecar named Cyral-Sidecar-RDS that is protecting 
invoices.hhiu.cyral.com 
 
We begin by creating a security group for Cyral called Sidecar-Security-Group and a security group for 
RDS called RDS-Security-Group as shown below. To create a security group Open the Amazon VPC console 
at https://console.aws.amazon.com/vpc/ and choose Security Groups 
 
 

 
 
 
Add the RDS instance to the RDS-Security-Group as shown below 
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Similarly, add the Cyral sidecar to Sidecar-Security-Group. 
 
Next create an inbound rule for the RDS-Security-Group. Choose Type to be “MySQL/Aurora” (Note: 
Amazon Aurora (Aurora) is a fully managed relational database engine that's compatible with MySQL and 
PostgreSQL.) This will default the port to 3306. Add the Group ID for the Sidecar-Security-Group as the 
Source. Finally, add a detailed description and click on “Save Rules” as shown below. 
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This enforces that all inbound traffic to the MySQL RDS instance comes only through Cyral. 
 

 
 
Do the same for outbound rules thereby enforcing that all outbound traffic from the MySQL RDS instance 
only goes through Cyral. 
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We want anyone to be able to access the Cyral sidecar and so we set an inbound rule allowing all traffic 
as shown below. 

 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           
 

And, we are done! This enforces all traffic in and out of the MySQL RDS instance to go through Cyral and 
enables you to observe, protect and control your cloud data layer. 
 
If one attempts to bypass the data security layer and tries to connect to the RDS instance directly the 
operation will error out as shown below 
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About Cyral:  
Cyral enables companies to guard against data exfiltration without requiring any agenda or app modifications. The 
Cyral service is easy to use and plugs seamlessly into an infrastructure-as-code framework. The Cyral founding team 
has deep expertise in building databases, compilers, and proxy-based distributed services, and is backed by Redpoint, 
A.Capital and Costanoa. 
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